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Open source comes with perceived risks, but when examined closely, many of these risks are illusory, and the rest are manageable. Andrew examines some of the myths and risks through comparing contract terms typically applicable in proprietary and open source projects, and explains how to deal with indemnification and IPR infringement issues.
Hello. My name is Andrew Katz.

I’m a lawyer, and my practice involves advising companies of all types on open source liability issues.

Three letters sum up the problem: FUD.

Let’s take a look at a few quotes that illustrate this.

So by looking at these quotes, we’re led to believe that Open Source suffers in comparison with proprietary software in a number of ways. In an ideal world, one of the most important questions would be whether it actually works properly or not. You might take the view that since this is a question that is rarely addressed by the proprietary vendors, that they regard this as an issue which is already settled. I couldn’t possibly comment.

But as a lawyer, although functionality and fitness for purpose do play a role in the contracts I’m negotiating, they take up a relatively small part of the discussions.
More relevant are issues around intellectual property infringement, and these are the areas of perceived risk.

In particular, the two biggest perceived risks are copyright and patent.

As an end user, you want comfort that you can use software you’ve acquired without being sued by someone who claims to own it. What you want is to use the software in peace, without hassle. You want to be left alone. This is essentially a negative right. This is in contrast to the concerns of a developer, who will want to ensure that they have the positive right to license the software to third parties (so that they aren’t going to get hassled if they use it) and to be able to prevent other people from using the software if they are not appropriately licensed.

The people who might hassle you are the copyright owners and patent owners.

So what are the risks?

As a gross, but largely accurate oversimplification, you can only infringe copyright by copying. So if, as an end user, you start using some code you’ve acquired from a supplier, and it turns out that that code infringes someone else’s copyrights, then in theory, you may be the subject of an injunction – a court order preventing you from using the software – and a claim for damages. I won’t go into details of how damages are calculated, because that in itself would take a very long time, but as a generalisation, it is much more difficult for proprietary software companies to make the case that they’ve lost money to an end-user infringer than you might think. 
So what’s the risk you’re infringing? If you’ve got proprietary software, the risks are quite high. The licence itself is likely to contain restrictions on the number of users you can have or the number of processors you can be licensed on. Your supplier is unlikely to sue you for breach, but they’ll be keen to ensure that you pay for any additional licences you need.

For open source software, you won’t be subject to that sort of restriction.

So the residual threat comes from getting sued by third parties: people who say they own the code you are using, and that you are not licensed to use it. 

And the person making this claim needs to show that the code you are using has been copied from them in the first place. 

The only case of any substance has been the series of cases that SCO bought against Linux companies like IBM and Novell. In a nutshell, SCO claimed that IPR it had bought from AT&T included certain Unix code, and that the code in question ended up inside the Linux kernel. It started litigation in 2003 with companies selling Linux solutions, alleging copyright infringement.

SCO entered Chapter 11 of the US Bankruptcy Code in 2007, but the litigation refuses to die.
Our friend Darl McBride, SCO’s CEO, alleged in 2003 that Linux contained mountains of code which belonged to SCO. Despite huge amounts of court time spent by IBM and others trying to require SCO to disclose what they allege infringed their rights, we still don’t know, 6 years later.

The reason is simple, and it’s to do with the way open source operates. If SCO revealed which portions of code were infringing, and had a half-way plausible story in terms of their rights to that code, then the community would reverse engineer those sections of the code in a matter of days, and replace them with code that could easily be demonstrated to be non infringing. 
SCO’s threats would then relate solely to past infringement, and the Linux kernel would lose the FUD of infringement.

This is generally the problem that proprietary software companies have with infringement cases: if they can show they do have some sort of copyright claim, then the infringement problem will be fixed quickly, and the value of their claim, both financially and from a PR perspective, will diminish equally quickly.
Interesting, it’s dramatically more likely that open source code will end up in proprietary software than the other way round: because the open source code is so easily available. Where that software is licensed under a licence like the gpl, this can be a big problem for the suppliers, but it’s very unlikely to be a problem for the end-users.

Patent violations are more of a problem. In a nutshell, a programmer will know if he or she has violated copyright, because it requires actual copying of some code from elsewhere. 
Patents are different. 
A patent protects the underlying idea, so you can infringe it without being aware it exists. In theory, since patents are published publicly, you can do a patent search to ensure you are not infringing. In practice, this virtually never happens, because patent searching is extremely time consuming, expensive, and the results are unreliable.  
In the EU, computer software cannot be patented “as such”, but the words “as such” have granted applicants the opportunity to wriggle around the rules. However, although the situation is changing on both sides of the Atlantic, until recently, the relative difficulty in getting software patents in the EU meant that in the UK there were something like an order of magnitude, so around ten times, fewer, software patents granted than in the US. Patents are applicable on a country by country basis, so a US patent does not restrict activities carried on in the UK which do not impinge on the US. For that reason alone, there’s a good argument that the UK is a safer jurisdiction for open source than the US is. 
So can patent threats cause a problem? In a word, yes, although since the patents protect the idea, not the code itself, there is nothing magical about open source which makes it more or less likely to infringe a patent than proprietary software. Two pieces of software which have similar functionality, one open source, and one proprietary, are likely to infringe the same patents.
This has its own interesting set of issues, which require a lot more time to explore than we have here.

We’ve talked about patent and copyright risks. How do you handle them?

You either choose to accept them commercially, or you pass them on to someone else, either the supplier, or a third party, such as an insurance company.

Insurance companies are becoming much more interested in this area, and there are some products available to protect against IPR infringement claims when using open source code, but the market is still in its infancy. I’ve been advising one major insurance company on this topic, for example, but this is sill very much a niche product.
Passing the risk on to the supplier is the commonest consideration.
Many suppliers, both proprietary and open source, will now offer indemnities against IPR claims, and the value and efficacy of these indemnities varies hugely. However, clearly considering the indemnity is a secondary consideration after assessing the risk of possible infringement in the first place, as relying on an indemnity is very much a last resort.
To analyse the risks involved in the various areas of supplier contracting, I’ve been working with Amanda Brock from Canonical, and Malcolm Bain from id-law partners in Barcelona and along with the input of a number of other members of the European Legal Network, we have come up with an analysis tool called the “risk grid” which categorises each of the risks which can arise out of software procurement, both proprietary and open source, and suggests appropriate legal wording to deal with each of the risks. For legal audiences, I have a talk which explains how the grid can be used in the context of procurement negotiations, but I clearly don’t have the time to go through that here. However, the grid, and an explanatory article, are available free of charge in the July 2009 edition of the International Free and Open Source Software Law Review, which is available for download from www.ifosslr.org.

We’ve seen that the perceived risks of open source are generally much greater than the real risks, and source of this perception is generally FUD.

In 2003, Darl McBride from SCO published a remarkable open letter, containing the following memorable quote:

“the GPL, under which Linux is distributed, violates the United States Constitution”.
Linus Torvalds, the man who originated the Linux kernel and gave his name to Linux quickly retorted:
"If Darl McBride was in charge, he'd probably make marriage unconstitutional too, since clearly it de-emphasizes the commercial nature of normal human interaction, and probably is a major impediment to the commercial growth of prostitution”.

















